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23 Boolean parameters
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23 Boolean parameters

2^23 potential configurations 

only 8 tests needed to test all combinations of 
values between any pair of parameters
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3 Boolean parameters

debug template_debug debug_propagate_ex
ceptions

TRUE TRUE TRUE

FALSE FALSE FALSE
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23 Boolean parameters

2^23 potential configurations 

only 8 tests needed for pairwise testing 

http://www.public.asu.edu/~ccolbou/src/tabby/2-2-ca.html

http://www.public.asu.edu/~ccolbou/src/tabby/2-2-ca.html
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CIT Test Generation

CASA tool 

based on simulated annealing 

uses a SAT solver to resolve constraints 

http://cse.unl.edu/~citportal/

http://cse.unl.edu/~citportal/
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CIT Test Generation

Combinatorial Interaction Testing model for CASA: 

2 
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Polls Website
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Default Test Suite

9242 tests run on my laptop 

all pass regardless of the settings file used
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4 out of 8 configurations
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CIT model

added constraint  

‘DEBUG’ = FALSE -> ‘ALLOWED HOSTS’ = 
‘[‘127.0.0.1’, ‘localhost’]’  
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Pairwise Testing

8 tests (i.e. configurations): 

2 passed 

2 security errors HTTP 400 thrown 

4 HTTP 301 errors
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2 out of 8 tests
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3-way Testing
23 tests covering interactions between any 3 of the 
23 Boolean parameters: 

4 passed 

6 security errors HTTP 400 thrown 

11 HTTP 301 errors 

2 ‘Forbidden page’ HTTP 403 errors



CREST
Testing Django Configurations Using Combinatorial Interaction Testing

2 ‘Forbidden page’  
HTTP 403 errors
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Analysis

HTTP error 301 caused by: 

‘PREPEND WWW = True’  

it took one user 5 days to find the root cause 

Django documentation: ‘This is only used if 
CommonMiddleware is installed.’
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Analysis

HTTP error 400 caused by: 

‘SECURE SSL REDIRECT = True’   

HTTP error 403 caused by: 

‘CSRF COOKIE SECURE = True’ 
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Conclusions

CIT can be easily applied  
to any configurable system
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